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R U Sure U R Secure?



Critical Infrastructure Interdependency 



Security Warning...

What is your decision?



Zero Day Vulnerability:
We are the sitting ducks



Zero Day Vulnerability:
We are the sitting ducks

● In enterprise system, a critical security patch is installed 
in more than one week.
– The majority of enterprises can “finished” the installation in 6 months.

● Exploit development requires <1 hour using patch reverse 
engineering technique.

● Security Vulnerability Statistics in 2015:
– 16,801 vulnerabilities of 2,484 products.

– 1,114 vulnerabilities of Top 5 Browsers.

– 2,573 0-day vulnerabilities.

– 2,219 highly critical and extremely critical vulnerabilities.



Backdoors



Telecommunication Services



Telecommunication Services

● The priority of information security aspect: 
Availability.

● SIM Swop attack has been known since 2007.
● GSM (voice and SMS interception is cheap and easy.
● Fake BTS attack is “common”



Ransomware



Distributed Denial of Service (DDoS)



Malware Hijacks SmartCard and PIN



Internet Banking vs Mobile Banking
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Internet Banking vs Mobile Banking



Internet Banking vs Mobile Banking

● Stealing Password and SMS based 2 Factor 
Authentication from 20 Autralian Banks 
Customers



Internet Banking vs Mobile Banking

● Malware in The 
Browser

● Malware as a 
Browser



“Token Synchronization”

● “Token Synchronization” cases 
http://tinyurl.com/guown7h

http://tinyurl.com/guown7h


“Token Synchronization”
SSL Man in The Middle (MiTM) Attack
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“Token Synchronization”
SSL Man in The Middle (MiTM) Attack

MITM

User HTTPS Server

HTTPS ServerUser

SSL SSL

SSLSSL

Original
Server Digital
Certificate

Original
Server Digital
Certificate

Original
Server Digital
Certificate

Fake
Server Digital
Certificate

SSL MITM Connection

Normal SSL Connection



Hacker's Inside ;)



Hacker's Mindset ;)



IT Auditor vs Hacker

IT Auditor Hacker

Objective Securing target Securing / compromising target

Purpose How to find the root 
cause and improve the 
process . ++

Good: How to improve the human 
life through technology. ++
Bad: How to steal or damage 
others through technology.

Mindset Inside the box.
How to check (risk 
based)

Think out of the box.
How to hack (technology based) 
++

Time Limited Unlimited ++

Target Limited by scope of work Unlimited ++

Learning Process Based on job description Based on passion ++

Support Consultant (Paid) Community (Free) ++



Challenges

The Biggest Challenge:
To Change The Mindset

“I feel convenience if... 
I use the good safety belt and helmet properly and 

the car has the effective breaking system to go fast !”



Redefine Cyber Security Architecture:
Comprehensive and Consistent



Redefine Cyber Security Architecture:
Integrated Information Security

SAKTTI is a high 
grade information 
security architecture 
to effectively 
implement 
integrated 
information
security
concept.



Cyber Security Auditor's Focuses

● Appropriate business risk management.
– Ensure the compliance with law and regulation.

– Understand the security priority (integrity / confidentiality / 
availability) of your business context related with industry, 
customers, and “partners” (may across industry).

– In general, IT team doesn't know the business ;)

● Effective implementation of high grade 
information security architecture.

● Comprehensive and in-depth audit checklist.



My New Book ...

● Free eBook :)
● Request to 

gildas.deograt@xecureit.id
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